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Motivation

Problem

How to verify the behavior of network protocol implementation ?
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Open platform Communication Unified Architechture: OPC UA
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OPC UA: Target

Open62541: C Implementation

S2OPC: C Implementation
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Experiments Inference

OPC UA: Properties

1 Communication start with Hello message

2 Communication’s second step is establishment of secure channel
3 The secure channel request comes immediately after the Hello
message

4 Session creation requires a secure channel
5 A session is activated after its creation
6 Server’s data access is restricted to authenticated user
7 Malformed messages used for inference must be rejected
8 Server’s data access is restricted to communication with
confidentiality

9 Only end of connection sink state is allowed
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Results

OPC UA

Implementation Mode Version Initialization Auth
After
close

Session
bypass

Open62541
P

v1.1.* ✗
v1.2*

v1.3-v1.3.3 ✗

U
v1.1.* ✗

v1.2*-v1.3.3
S2OPC P&U 1.1.0,1.2.0,1.3.0

opcua-asyncio
P

v0.9.0-v0.9.92 ✗
v0.9.3-0.9.95 ✗ ✗
v0.9.97-v1.0.1 ✗

U
v0.9.0-v0.9.95 ✗
v0.9.97-v1.0.1 ✗ ✗

UANET
P 1.03.350-1.4.371.50 ✗
U 1.03.350-1.4.371.50
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Results

OPC UA

Implementation Mode Version
Anonymous
Session

Sink
State

DOS

Open62541
P

v1.1.*
v1.2*

v1.3-v1.3.3

U
v1.1.*

v1.2*-v1.3.3
S2OPC P&U 1.1.0,1.2.0,1.3.0 ✗

opcua-asyncio
P

v0.9.0-v0.9.92 ✗ ✗
v0.9.3-0.9.95 ✗ ✗
v0.9.97-v1.0.1 ✗

U
v0.9.0-v0.9.95 ✗ ✗
v0.9.97-v1.0.1 ✗

UANET
P 1.03.350-1.4.371.50 ✗
U 1.03.350-1.4.371.50
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Results

Closed Authentication

Start

S1

S2

S3

S4

Hello/Ack

Open Secure Channel/Ok
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Read Data / DataLog Out / Ok
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Results

Authentication
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Results

Authentication Bypass: CVE-2023-26150

Start

S1

S2

S3

Hello/Ack

Open Secure Channel Null/Ok

Create Session/Ok

Read Data / Data
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Results

Denial of Service: CVE-2023-26151

Start

S1

Malformed/No resp
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Conclusion

Conclusion

Method for Mealy Machine Verification

Complete workflow with OPC UA
All code available on github

▶ https://github.com/artfire52/Mealy-Verifier
▶ https://github.com/artfire52/opc-ua-inferer
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Conclusion

Thank you
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OPC UA: Properties

1 Communication start with Hello message

2 Communication’s second step is establishment of secure channel
3 The secure channel request comes immediately after the Hello
message

4 Session creation requires a secure channel
5 A session is activated after its creation
6 Server’s data access is restricted to authenticated user
7 Malformed messages used for inference must be rejected
8 Server’s data access is restricted to communication with
confidentiality

9 Only end of connection sink state is allowed
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