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Problem

How to verify the behavior of network protocol implementation ?
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OPC UA

Implementation | Mode Version Initialization | Auth After | Session
close | bypass
vl.1.* X
P v1.2*
Open62541 v1.3-v1.3.3 X
U vl.1.* X
v1.2*%-v1.3.3
S20PC P&U 1.1.0,1.2.0,1.3.0
v0.9.0-v0.9.92 X
P v0.9.3-0.9.95 X X
opcua-asyncio v0.9.97-v1.0.1 X
v0.9.0-v0.9.95 X
v0.9.97-v1.0.1 X X
P 1.03.350-1.4.371.50 X
UANET u 1.03.350-1.4.371.50
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OPC UA

Implementation | Mode Version Anony_mous Sink DOS
Session State
vl.1.*
P v1.2%
Open62541 v1.3-v1.3.3
U vl.1.*
v1.2*-v1.3.3
S20PC P&U 1.1.0,1.2.0,1.3.0 X
v0.9.0-v0.9.92 X X
P v0.9.3-0.9.95 X X
opcua-asyncio v0.9.97-v1.0.1 X
U v0.9.0-v0.9.95 X X
v0.9.97-v1.0.1 X
P 1.03.350-1.4.371.50 X
UANET V] 1.03.350-1.4.371.50
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Results

Authentication Bypass: CVE-2023-26150
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Conclusion

Conclusion

o Method for Mealy Machine Verification

o Complete workflow with OPC UA

o All code available on github

> https://github.com/artfire52 /Mealy-Verifier
> https://github.com/artfire52/opc-ua-inferer
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Thank you
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Sink as Target

Property

o Trigger event:
Auth_Invalidx*/*

e Sink node: Sink

Auth Invalid_passwd / Invalid
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Sink as Termination

i, / EOF
Property
o Sink node: ’ i, / EOF
*/EQF

iz / EOF
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Sink as Termination

i; / No Resp
Property .
o Sink node: @’ i, / No Resp
*/EOF '

iz / No Resp
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Output

Property |
o Input: AuthWrongx
o Output: Error
o Output: EOF
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Output

futhWrongCert/No

Property | Resp

o Input: AuthWrongx
o Output: Error
o Output: EOF

AuthWrongPasswd/No
Resp
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Restricted Events

Property |
o Init:
Auth/AuthOk
o Authorized:
*/ 1 AuthQOk

» Release:
LogOut / Data
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Restricted Events

Property
o Init:
Auth/AuthOk
o Authorized:
*/1 AuthOk
» Release:
LogOut / Data

Propertie

Auth /
AuthOk

KeyEx/KeyEx

Auth/AuthOk

41



Appendices

Restricted Events

Property
o Init:
Auth/AuthOk
o Authorized:
*/1 AuthOk
» Release:
LogOut / Data

Propertie

Auth /
AuthOk

LogOut /0k

Auth/AuthOk
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Expected Events (1/2)

Property |
o Event: Hello/Ack
o index: 0
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Expected Events (1/2)

Hello/Ack

Property | KeyEx/ +
o Event: Hello/Ack KeyEx <:§£>
o index: 0

KeyEx/KeyEx

l,
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Expected Events (2/2)

Property
o 1st Event:
Hello/Ack

o 2nd Event:
KeyEx/KeyEx
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Expected Events (2/2)
o

Property Hello/Ack
o 1st Event: +
Hello/Ack SD
o 2nd Event:
KeyEx/KeyEx | Auth/Vali KeyEx/KeyEx

(s
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Expected Events (2/2)
o

Property Hello/Ack
o 1st Event: +
Hello/Ack SD
o 2nd Event:
KeyEx/KeyEx ] Auth/Valid KeyEx/KeyEx
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Conditional Events

Property |

o Condition 1:
KeyEx/KeyEx |
1/1

o Condition 2:
Auth / 0k |
LogOut / 0Ok

o Action:
Read / Data
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Conditional Events

Property

o Condition 1:
KeyEx/KeyEx |
I/1 KeyExWrong

» Condition 2: / KeyEX
Auth / 0k |
LogOut / 0Ok

o Action:
Read / Data

KeyEx /KeyEx

(2)

Auth/0k

l,

Read/Data
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Conditional Events

&
Property

o Condition 1:
KeyEx/KeyEx |
I/1 4

o Condition 2: CSD
Auth / Ok |
LogOut / Ok Auth/0k

o Action: l

Read / Data LogOut / Ok C@@D Read/Data

KeyEx /KeyEx
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Appendices Propertie

Conditional Events

Property Hello/Ack

o Condition 1:
KeyEx/KeyEx |
1/1

o Condition 2:
Auth / Ok |
LogOut / 0Ok Auth/0k

o Action: l

Read / Data @93 Read/Data

KeyEx /KeyEx

KeyEx /KeyEx
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